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Information security.

Best Practices in Collecting Digital Evidence For DigiFirm
Investigation Company.




Introduction.

|

Digital evidence refers to information and data which are of value to an mvestlgatlon carried
out through electronic devices (Quick & Choo, 2018). |

Digital evidence can be acquired when an electronic device is seized and secured for |
examination. |

Evidence handling has been growing due to the expanding field of computer forensics. |

Digital devices have been deemed necessary for addressing the needs of the rapidly changmg
computing settings (Quick & Choo, 2018).
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Requirement analysis.
Definition of all evidence pieces.

Retrieval of data (Ashley, 2017).

DIGITAL EVIDENCE

Reliability.

Critical focus on the investigation
process.

Critical scrutiny of servers.

DigiFirm should underscore all
these practices.




Continuation of best practice for the forensic
investigation life cycle. |

Review of the evidence.

Representation of evidence.

Repository of data (Gill & Phythian, 2018).
Evidence Extraction.

Forensic tools should be used effectively.
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Avoid touching the crime gadgets not unless o
you are required by digital forensics. 1Y Q

Documentation of the location and conditions i " \.~' ‘} ‘ &
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of gadgets before handling them professionally.

Record the manufacturer type and serial
numbers of the device (Ashley, 2017).

In all data transferred, there should recording PR@BLEMS IN THE uw OF SEARCH ANb SEIZURE

of date, time , personnel as well as purpose. | wu‘ ¢ | N ‘1 31 \
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Recommendations for the Digifirm.

DigiFirm should consider performing regular backups (Ashley, 2017).

Critical scrutiny and auditing should be carried on all the workstations, servers, and i"-__let
devices.

In addition, all the audit records should be audited to checked on their security and
centralization.

DigiFirm should maintain its files and databases for critical integrity checking.




DigiFirm should focus on conducting computer and
network forensics in order to instill critical security.

DigiFirm should set specific parties for handling
different forensic aspects

All the incident handling teams must prove their
prowess in forensic aspects (Ashley, 2017).

Multiple teams should be granted different roles in
forensic evaluation for reliability and validity.

Diverse policies should be set for addressing
forensic handling.

DigiFirm should set effective, reliable, sustainable
and efficient forensic guidelines and procedures.




Conclusion.

Evidence handling has been growing with the field of computer forensics.
In this case, DigiFirm should dive deeper into the collection of forensic data.
The firm should address its forensic considerations through key policies.

The firm’s activities should be complemented with the guidelines and
procedures for the improved performance of investigations
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